-

Security Bolutions




Teaser OT-Security ~ B2B-ITL-PSY-CON Stefan Berg

Why do we talk about OT Security —and what is it, actually?

Because we urgently have to. Avoiding serious “OT, or operational technology, is the practice of using
interruption ofproductlon IS paramountfor any Compan)/. haI’dWCH’e and SOﬁWGI’e to COI’Itl’O/ IndUStI’ICI/ equment,
Regulatlon IS increasing’ too. and It pi’lmal’lly Ini'ei’aCtS Wlth the phySICGI WOI’Id.”

Operational Technology ist immer noch schlecht

geschiitzt
Von Hans Joerg Maron, 21. Juni 2022 um 16:52
SECURITY STUDIE FORTINET
ENERGIEVERSORGUNG
Wie Hacker via
Solarmodule das i
europdische Stromnetz ' ‘
lahmlegen konnten
& n & D = = In Manufacturing, these are the robots, the welding
‘elen lerken rui en ommentare oogle News machines, the 3D printer,...
TS — Ein Hacker und ein paar fehlerhafte Solarmodule
' geniigen anscheinend, um die Sicherheit der = |n Utilities, these are the transformers, water treatment
I europdischen Solar:etrom-Produktlon zu gefahrden - Syst ems or the e-car cha rgl n g station S,i...
und das Stromnetz insgesamt.
CyberscherheitnSpidlern | » In Hospitals / Laboratories, these are the CTs, the
Schweizer Spitédler innert Stunden gehackt

network connected vital monitor, analysis tools, ...

Ein Bericht zeigt: Schweizer Spitaler sind leichte Ziele. IT-
Sicherheitsexperten konnten Patientendaten einsehen und ins Herz der

Kliniksysteme eindringen. Die Schwachstellen seien «offensichtlich und " In Bu"dingS/ Datacenters’ these are the CIimate COﬂthl
jeicht auszunutzen. systems or the emergency power supply systems,...
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Protect & Detect:

Swisscom‘s new 360 Degree OT-Security Portfolio
We aim to support our customers in all all relevant security dimensions and
address a quickly growing customer demand.

Response: Consulting:

= OT Devices: Limited SC role, = QT Initial Assessment
possibly coordination of incident = Regulatory & Compliance
playbooks = CISOaaS

= Overarching security offerings as = Information security / governance

today (e.g. MSS-I policy
adjustments etc)

= Vulnerability advisory
OT PenTest (Partner)

Integrate & Identify:

= SAaaS & SOCaaS = License Re-Selling

= Continuous asset monitoring & = System integration
vulnerability analysis = Platform operations
= Anomaly- & Threat Detection = Asset identification & inventory

= Network segmentation = Training




